Assessment for Cyber Safety
Grades 9-12

1.
A)
B)
C)
D)

Violating copyright laws is:
Illegal
Ok because no one enforces copyright laws
OK because everybody does it
All of the above

2. E-mail attachments are:
A) safe for your computer
B) can contain viruses that could harm your computer
C) not a good way to send files to friends
D) only good for sending images

3. When you receive an e-mail offering an opportunity to win fabulous prizes, you
should:
A) sign up -- you love fabulous prizes
B) sign up -- and then forward it to your friends
C) leave your email site immediately
D) delete the mail -- it is most likely a scam

4. Online dating is dangerous because:
A) You can never be sure who you are talking to online
B) The picture that is posted of the person might be a total lie

C) It might be a trick to lure you to a meeting
D) All of the above

5. Cyberbullying victims ten to be harassed by:
A) A stranger who is much older than them
B) A stranger who is much younger than them
C) Someone they know from school
D) A relative
E) None of the above

6. When using blogs, chat rooms, email, or instant messaging:
A) Never reveal your last name
B) Never reveal personal information such as address or phone number
C) Never reveal your user name of password
D) Never reveal any of the above information

7. When posting photos online, the most important thing to remember is:
A) Your friends and family will appreciate your photos
B) You must always tag each photo with your name
C) Use only the most flattering photos available
D) Any photos you post can then be used without your permission

8. Using a cell phone to send or receive text messages and/or images is very similar
to using e-mail or instant messages and some of the same safety rules apply.
A) True
B) False

9. When reading your email you should always:
A) Carefully read all mail before you delete it
B) Scan the from line and do not open any mail from people you don't know
C) Save all attachments to your computer before you open them
D) Forward all email scam mail to your friends
10. If someone online is making you feel uncomfortable:
A) Confront them online and tell them how you feel
B) Try to find out information about the person you are uneasy about
C) Leave the Internet site immediately and tell someone about it
D) Immediately change the subject to one that makes you feel better

11. When file-sharing programs to swap files and music:
A) Always save your files to your computer that you receive from others
B) You will almost always receive files or music you do not want
C) You are violating copyright laws 100% of the time
D) You are opening your computer up to receiving nasty viruses

12. Laptops often have built in cameras that are the size of a pinhole.
A) True
B) False

13. If you find untrue information about yourself online, take appropriate steps to
have it removed immediately.
A) True
B) False

14. Hurtful cell phone messages are not considered a cyber bully threat.
A) True
B) False

15. You can usually trust the information you find on a website without evaluating it.
A) True
B) False

16. Always unplug or cover your webcam when not in use.
A) True
B) False

17. You should check for a secure Internet connection when:
A) You are posting to a social networking site
B) You are buying something online using a credit card or PayPal account
C) You are searching for copyright free resources

D) You are emailing a friend

18. Violating copyright laws is:
A) a Federal offense
B) against school policy
C) morally wrong
D) all of the above
19. Which of the following would be the most secure password for an online sale?
A) “computer”
B) “$trawb3rry”
C) “5555555555”
D) “football37”

20. How do you know that a web site has a secure connection?
A) There is a lock in the top right or bottom right corner of your web browser.
B) There is a red flashing pop-up that informs you.
C) It is your friend’s site.
D) The web address looks to be legitimate.
E) It is impossible to know.

