APSCN VPN SETUP

F5 VPN access for eSchool and TAC
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Before accessing the VPN make sure the following prerequisites are met:

1. Your account has the ability to access the VPN. In SSO, the setting for VPN, “AD Attribute
Network Access Permission” needs to set to Allow. This allows you access to the VPN.

2. You will need to have an Anti-Virus installed on the computer and the Anti-Virus software
cannot be 60 Days past due on updates or scans. This is for security purposes.

3. Browser and OS support will match SunGard’s requirements for eSchool access. Please refer to
the “eSchoolPlus Client Requirements” documentation to verify support for your browser and
0s.

*Windows 10 Update*

New features in Windows 10 presented a few roadblocks for our current VPN solution. Although there is
a workable solution to provide to the customer, it is not ideal and will require a few more steps. As
support for Windows 10 increase for 3™ party products, the steps for accessing the APSCN VPN through
Windows 10 will reduce and require less steps.

As of now, the only working and “supported” browser through the F5 VPN in Windows 10 is Firefox.
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APSCN VPN for Internet Explorer

Go to https://apscnvpn.k12.ar.us

You will see a Secure Logon for APSCN and an AUP

Secure Logon
for APSCN Networks

NOTICE
Domain\L STATE OF ARKANSAS
[spscm\0000uUsername] x| OFFICIAL BUSINESS USE ONLY - UNAUTHORIZED USE OR ACCESS IS PROHIBITED
Password ! 1 ! 1 1

Sivesvossy ]

THIS SYSTEM CONTAINS STATE AND FEDERAL GOVERNMENT INFORMATION. ONLY AUTHORIZED
USERS MAY ACCESS THIS SYSTEM, AND ANY AUTHORIZED USE OF THE SYSTEM, NETWORK OR
INFORMATION CONTAINED THEREIN MUST BE RELATED TO THE PERFORMANCE OF OFFICIAL
‘GOVERNMENT FUNCTIONS OR BUSINESS. BY ACCESSING AND USING THIS SYSTEM, YOU ARE
CONSENTING TO SYSTEM MONITORING FOR LAW ENFORCEMENT AND OTHER PURPOSES.
UNAUTHORIZED USE OF, OR ACCESS TO, THIS COMPUTER SYSTEM MAY SUBJECT YOU TO STATE
AND FEDERAL CRIMINAL PROSECUTION AND PENALTIES, AS WELL AS CIVIL PENALTIES, OR BOTH.

This product s licensed from FS Networks. © 1999-2014 FS Networks. Al rights reserved.

Secure Logon
for APSCN Networks

In the window enter your domain, username, and
password. Click Logon

Eg. APSCN\000Ousername Domain\Username

|ap5|: n0000username |

Password

Logon

2|Page


https://apscnvpn.k12.ar.us/

The first time you login, you will be prompted to install a new browser component. Click Install
to install the new component.

A new browser component is required

Please click on the Information Bar if it is displayed, and choose Install Actiy€X control.
If your browser security settings prevent the installation, please select

Install the new browser component and continue

Continue, but do not install the new browser component

After you click install, you will prompted with a box to run the Installer. Click Run.

Do you want to run or save InstallerControl_setup.exe (1.62 MB) from apscnvpn.kl2.ar.us? Run Save | ¥ Cancel

If prompted for Permission Required 2
administrative privileges.

Click Continue to install
the application > [@,mminue ] [ Cancel

Youll need to provide administrator pemission to install this application

'ﬁ' User Account Control
If prompted with a UAC

for the F5 Package
Installer. Click Yes

Ve

@ Program name:  F5 Networks Package installer
Verified publisher: F5 Networks
File crigin: Hard drive on this computer

(v) Show details ves | No |

Change when these notifications appear
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( '&l' User Account Control 2 ] f prompted with a UAC
for the F5 Component
/) Do you want to allow the following program to make Installer. Click Yes

o

< changes to this computer?

@ Program name:  F5 Metworks Component Installer
Verified publisher: F3 Networks
File origin: Hard drive on this cormputer

(v) Show details Yeo || No |

Change when these notifications appear

L A

A Security Alert will pop up warning you that the site is not on your Trusted Sites list. Click on Add this
site to your Trusted Sites list, and always allow inspection from this site.

( *ur‘ity Alert = )

The site ‘apscnvpn.k12.arus’ is attempting to inspect your system
configuration.

This site is not on your Trusted Sites list.

< Add this site to your Trusted Sites list, and always allow
inspection from this site.

< Allow this site to inspect your system for this session only.

< Do not allow this site to inspect your system, and do not
connect to this site.

Cancel
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Internet Explorer Security ﬁ jlselt:Uirfty Vlvatrningtwill
isplay for Interne

@ A website wants to open web content using this Explorer. Click Allow
* program on your computer

This program will open outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

i| Mame: F5 Networks Trusted Sites
— Publisher: F5 Networks

[ Do not show me the warning for this program again

Allow ] [ Don't allow

L

-

After installing everything for the first time, you will prompted to restart the session. Click on to
continue, please, click here to continue. Your browser will open up a new instance and the website will
prompt you to login again.

Internet security settings changecdNpr this site. A new instance of Internet Browser must be opened

to continue, please, click here

Secure Logon
for APSCN Networks

Domain\Username
After you are brought back to the main screen, in the |E|p5cn"-,DElOUusername |
window enter your domain, username, and password.
Click Logon sy

Password

Eg. APSCN\000Ousername

= | Logon

5|Page



The VPN tunnel will check the status of the minimum
Checking for antivirus requirements for OS, Browser, and Antivirus
coftware... recommendations to access eSchool.

Your Antivirus Software has not
been updated recently. You will

If the minimum requirements are not met, this message not be able to contiue to this
displays. Please verify the minimum requirements are site until updated. Please check
met to access the eSchool environment and click on your Help document provided
Click here to continue by ADE.

~

Click here to continue

If the minimum checks are successful, this page will be presented with two links. One for eSchoolPlus
and one for Teacher Access Center. Click on the appropriate link that you will need to access. *NOTE*
Teacher Access Center (TAC) is accessed by teachers/faculty

Network Access

r
-

Lr

eSchoolPLUS b Teacher Access Center
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A pop up bOX appears that f 2 hitps://apscnvpn.kl2.ar.us/?resourcename=/Commen/Q_Network_Access8iresourcetype= netwo...ElElg

connects to the VPN tunnel.
It shows the status as you

connect to the APSCN VPN.
Traffic Type Sent Compression Received Compression
Network Access
- Network Tunnel 0B 0% 0B 0%
- Optimized Applications 0B 0% 0B 0%
Total 0B 0% 0B 0%

+ Show details

tunnel, the system will
ﬁ‘ Do you want to allow the following program to make display a prompt for
anges to this computer? User Access Control for
the F5 Component
@ Program name:  F5 Metworks MNetwork Access Helper Installer. Click Yes
Verified publisher: F5 Networks 1
i File crigin: Hard drive on this computer
(v) Show details Yes || Mo
Change when these notifications appear
L% A
A new icon will appear on your taskbar showing you © VPN Connection A/ X
have established a VPN Connection. Connected to /Common/C_Metwork_Access.
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Q

;E; Set Metwork Location

= Py

*NOTE* If this is your
first time connecting
through the APSCN

Select a location for the '_Common_Q_Network_Access - Go to
apscnvpn.kl2.ar.us instead of dialing directly’ network

This computer is connected to a network. Windows will automatically apply the correct
network settings based on the network's location,

Home network
I: If all the computers on this netwerk are at your home, and you recognize them,
- this is a trusted home network. Don't choose this for public places such as
coffee shops or airports.

["_ Work network

_ Wi If all the computers on this network are at your werkplace, and you recegnize

¥ them, this is a trusted work netwark. Don't choose this for public places such as
coffee shops or airports.

Public network
If you don't recognize all the computers on the network (for example, you're in
a coffee shop or airport, or you have mobile broadband), this is a public
network and is not trusted.

[ Treat all future networks that I connect to as public, and don't ask me again.

Help me choose

Cancel

VPN tunnel select
Work Network
option

/
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—_—
';\_/i' 2% Set Network Location

s

The network location is now Work

Metwork name:
Location type:

_Common_Q_Network_Access - Go to apscnvpn.kl2.a
Work
On Work networks, you can see other computers and

devices on the netwerk, and your computer is
discoverable,

View or change settings in Metwork and Sharing Center

View computers and devices on the network

Clase

A security alert will prompt you to run a
local application. Click Yes

-
Security Alert

Website apscnvpn k12 ar.us is attempting to nun a local application.

Do you want to allow this operation?

Yes MNo
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*NOTE* The VPN will bring  ["\yindouws Security [—c—)
up the eSchool environment

using your DEFAULT Connecting to eschoolplus24 k12.ar.us.
BROWSER. If the
eSchoolPlus link was
selected, it will prompt you — | apscn’0000username |
for your credentials (in the
window enter your domain,
username, and password). =
Click OK

1 Dormain: apscn
["] Remember my credentials

| ok || cancel

L &

NOTE: If still connected to VPN, use the recommended browser for the eSchool environment chosen.
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APSCN VPN for Firefox

Go to https://apscnvpn.k12.ar.us

A warning will display “This
Connection is Untrusted”.

“"
EXpa nd | UnderStand the MNormally, when you try to connect securely, sites will present trusted identification to prove that you
RiSkS” are going to the right place. However, this site's identity can't be verified.

Eli; This Connection is Untrusted

You have asked Firefox to connect securely to apsenvpn.kl12.ar.us, but we can't confirm that your
connection is secure,

What Should I Do?
Click Add Exception

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Getme outofhere!

Technical Details

I Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's identification. Even if
you trust the site, this error could mean that someone is tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification.

Add Exception_

Add Security Exception —— ﬁ

“, Youare about to override how Firefox identifies this site.
{ ! ;\ Legitimate banks, stores, and other public sites will not ask you to do this. CIle on ”confirm Security Exception" When

Server

(B2 T At ps:/fapscnvpn.kl2.ar.us

Certificate Status

the security exception prompts you.

This site attemnpts to identify itself with invalid information.

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted
authority using a secure signature,

Permanently store this exception

Confirm SecurityExceptionl I Cancel ]
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https://apscnvpn.k12.ar.us/

The Secure Logon for APSCN and an AUP will display

Secure Logon
for APSCN Networks

Domain\Username
|aDscn\0000usemame X ‘

Password

[ecazessss ]

NOTICE

STATE OF ARKANSAS
OFFICIAL BUSINESS USE ONLY - UNAUTHORIZED USE OR ACCESS 1S PROHIBITED

THIS SYSTEM CONTAINS STATE AND FEDERAL GOVERNMENT INFORMATION. ONLY AUTHORIZED
USERS MAY ACCESS THIS SYSTEM, AND ANY AUTHORIZED USE OF THE SYSTEM, NETWORK OR
INFORMATION CONTAINED THEREIN MUST BE RELATED TO THE PERFORMANCE OF OFFICIAL
‘GOVERNMENT FUNCTIONS OR BUSINESS. BY ACCESSING AND USING THIS SYSTEM, YOU ARE
CONSENTING TO SYSTEM MONITORING FOR LAW ENFORCEMENT AND OTHER PURPOSES.
UNAUTHORIZED USE OF, OR ACCESS TO, THIS COMPUTER SYSTEM MAY SUBJECT YOU TO STATE
AND FEDERAL CRIMINAL PROSECUTION AND PENALTIES, AS WELL AS CIVIL PENALTIES, OR BOTH.

This product is licensed from FS Networks. © 1999-2014 FS Networks. Al rights reserved.

In the window enter your domain, username, and
password. Click Logon Eg. APSCN\0000username

Secure Logon
for APSCN Networks

Domain\Username

|ap5cnkﬂﬂﬂﬂusernan1e |

Password

Logon
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The first time logging in, you will be prompted to install a new browser component. Click on the “Click
here” hyperlink under “Allow plugin and continue with installation” to install the browser plugin

A browser plugin is required to use this site.

This site is not currently allowed to install software. To continue, select one of the following options.

* Allow plugins: continue with installation.
1. Make s¥fe your browser allows to install plugins from this site.
2. Click here to continue with the installation.

* Download and install the software manually.
1. Click here to download and save a compressed file. This file contains a plugin for your browser.

2. Uncompress the file, and move content of it inte your browser plugins directory.
3. Click here to restart the session.

# Continue without allowing plugins or installing software.

Note that some or all functionality might be disabled if you select this option
Click here to continue

.. = Firefox will prompt you to install the software

k12.ar. .
.t apscmvpn.icarus on your computer. Click on Allow
Firefox prevented this site from asking you to install
software on your computer,

| Allow |v|

apscnvpn.kl2.ar.us

Caution; This site would like to install an unverified add-on

You will be prompted to install an in Firefox. Proceed at your own risk.

unverified add-on. Click Install

F5 Networks Host Plugin

C

- Cancel [lnsT]
3 apscnvpn.kl2.ar.us .

Ve ::": F5 Networks Host Plugin will be installed after you After the plugin is installed, you will

77N 1 restart Firefox .
! need to restart your browser. Click

— on Restart Now
Restart Now

*Note* If you get the message “The add on could
not be downloaded because of a connection
failure” you will need to add the Java Plugin to
Firefox

o apscnvpn.kl12.ar.us

The add-on could not be downloaded because of a
connection failure,
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You will be presented with the login screen again

Secure Logon

for APSCN Networks F =
NOTICE

Domain\L STATE OF ARKANSAS

[apscn\0000Username] x| OFFICIAL BUSINESS USE ONLY - UNAUTHORIZED USE OR ACCESS IS PROHIBITED

Password ! 1 1 1 !

THIS SYSTEM CONTAINS STATE AND FEDERAL GOVERNMENT INFORMATION. ONLY AUTHORIZED
USERS MAY ACCESS THIS SYSTEM, AND ANY AUTHORIZED USE OF THE SYSTEM, NETWORK OR
INFORMATION CONTAINED THEREIN MUST BE RELATED TO THE PERFORMANCE OF OFFICIAL
‘GOVERNMENT FUNCTIONS OR BUSINESS. BY ACCESSING AND USING THIS SYSTEM, YOU ARE
CONSENTING TO SYSTEM MONITORING FOR LAW ENFORCEMENT AND OTHER PURPOSES.
UNAUTHORIZED USE OF, OR ACCESS TO, THIS COMPUTER SYSTEM MAY SUBJECT YOU TO STATE
AND FEDERAL CRIMINAL PROSECUTION AND PENALTIES, AS WELL AS CIVIL PENALTIES, OR BOTH.
e A

This product is licensed from FS Networks. © 1999-2014 FS Networks. All rights reserved.

Secure Logon

In the window enter your domain, username, and
y for APSCN Networks

password. Click Logon

Eg. APSCN\000Ousername Domain\Username

|ap5|: n0000username |

Password

Logon
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The VPN tunnel will check the status of the minimum
Checking for antivirus requirements for OS, Browser, and Antivirus
software... recommendations to access eSchool.

Your Antivirus Software has not
been updated recently. You will

If you do not meet the minimum requirements, you will not be able to contiue to this
prompted with the following message. Please verify you site until updated. Please check
meet the minimum requirements to access the eSchool your Help document provided
environment and click on Click here to continue by ADE.

\ Click here to continue

If the minimum checks are successful, you will be presented with two links. One for eSchoolPlus and one
for Teacher Access Center. Click on the appropriate link that you will need to access. *NOTE* Teacher
Access Center (TAC) is accessed by teachers/faculty

Network Access

LF

L

eSchoolPLUS ‘6 Teacher Access Center
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' ™
(& https://apscnvpn.k12.ar.us/?resourcename=/Common/Q_Network_AccessBiresourcetype=netwo... @M

A pop up box that will
connect you to the VPN fi
tunnel will appear showing -

you the status as you connect _) Connecting...
to the APSCN VPN.
Traffic Type Sent Compression Received Compression
Network Access
- Network Tunnel 0B 0% 0B 0%
- Optimized Applications 0B 0% 0B 0%
Total 0B 0% 0B 0%

+ Show details

(% User Account Cmml- s You will be prompted with a UAC for

the F5 Component Installer. Click Yes
Do you want to allow the following progre /
changes to this computer?

@ Program name:  F5 Metworks Network Access Helper
Verified publisher: F5 Networks
File origin: Hard drive on this computer

(~) Show details

Change when these notifications appear

You will see a new icon on your taskbar showing you | @ VPN Connection A X

have established a VPN Connection. Connected to /Common/C_MNetwork_Access,
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APSCN VPN for Safari (MAC)

Go to https://apscnvpn.k12.ar.us

The Secure Logon for APSCN and an AUP will display

In the window enter your domain, username, and password. Click

Secure Logon Logon Eg. APSCN\0000username

for F5 Networks

Username

%
g
&
©
E
[
3
o

Password
(- 1|
Logon
Once you login, the link for Teacher [
Access Center displays. Click on the Network Access
link @ T«

*Note* MAC is NOT listed as a viable
tool for eSchoolPlus

Installing browser plugin... The first time you access TAC, you will be
Please wait for the installation wizard to appear, then follow the instructions. p rom ptEd to inSta “ a new browser pl Ugl n
When the ir ion is or if the i ion wizard does not appear, click here to continue.
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https://apscnvpn.k12.ar.us/

® Security Warning A security warning will display for an

Do you want to Continue? untrusted website. Click Continue
The connection to this website is untrusted.

! Website: https://apscnvpn.kl2.arus:443

Mote: The certificate is not valid and cannot be used to verify the idengfy of this
website.

More Information

Continue - Cancel

e

A Java prompt will display, Click Run

Do you want to run this application?

Publisher: F5 Networks

Location: https://apscnvpn.k12.ar.us

|| Do not show this again for apps the publisher and location above

E More Information Run Cancel

[ ] w Install F5's Network Access Client a After the program runs, the F5’s
Welcome to the F5's Network Access Client Installer Network Access Client Installation
reHaetian You will be guided through the steps necessary to install this Wizard window di5p|ays- On the

software.

By S Introduction page Click Continue
Installation Type

Installation

Summary

Continue
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® 0 ‘w Install F5's Network Access Client a On the Insta"ation Type page, Click
Standard Install on “Yosemite Retail GameReviews VMware” Install

o Introduction This will take 7.2 MB of space on your computer.

» Destination Select Click Install to perform a standard installation of this software
. for all users of this computer. All users of this computer will

¢ Installation Type be able to use this software.

Installation

Summary

Go Back Install

[ N ‘w Install F5's Network Access Client a

Once the installation iscom p|ete' The installation was completed successfully.
click Close

@ Introduction

« Destination Select
@ Installation Type

« Installation

Summary The installation was successful.

The software was installed.

Close

Click on the TAC link again

Network Access

'ﬁ TAC
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= apscnvpn.k12.arus

A pop up box that will connect you to

Do you want to trust the website “apscnvpn.k12.ar.us” to
use the “F5 SSL VPN Plugin” plug-in?

the VPN tunnel will appear showing
! you the status as you connect to the

APSCN VPN.

If this is your first time connecting
through the tunnel, you will prompted
to trust the website
“apscnvpn.kl2.ar.us” to use the “F5
SSL VPN Plugin”. Click Trust

-_‘.t@ You can manage which websites you trust to use this plug-in in Safari
(W] - Security preferences. icennect |
? Mever for this Website Trust m
e0ce

Once connected, you can access TAC
from your browser.

f5

() Connected

& apscnvpn.k12.arus

| Disconnect |

Traffic Type

| Sent Compression| Received Compression

Network Access

- Network Tunnel

- Optimized Applications
Total

164 B
0B
164 B

0%
0%
0%

164 B 0%
0B 0%
164 B 0%

+ Show details
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APSCN VPN for Windows 10

*Windows 10 Update*

New features in Windows 10 have presented a few roadblocks for our current VPN solution. Although
there is a workable solution to provide to the customer, it is not ideal and will require a few more steps.
As support for Windows 10 increase for 3™ party products, the steps for accessing the APSCN VPN
through Windows 10 will reduce and require less steps.

As of now, the only working and “supported” browser through the F5 VPN in Windows 10 is Firefox.

Go to https://apscnvpn.k12.ar.us

You will be presented with a Q’Z
warning that “This Connection

is Untrusted”. Expand “I

Understand the Risks”

Click Add Exception

This Connection is Untrusted

You have asked Firefox to connect securely to apsenvpn.kl12.ar.us, but we can't confirm that your
connection is secure,

MNormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Getme outofhere!
Technical Details

I Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's identification. Even if
you trust the site, this error could mean that someone is tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification.

Add Exception_

Add Security Exception

S

You are about to override how Firefox identifies this site.

Server

Certificate Status
This site attempts to identify itself with invalid information.

Unknown Identity

authority using a secure signature,

Permanently store this exception

/ @ . Legitimate banks, stores, and other public sites will not ask you to do this.

Get Certificate

LT+ 1, Bt tps://apscnvpn.kl2.ar.us
View.

The certificate is not trusted because it hasn't been verified as issued by a trusted

Click on “Confirm Security Exception” when
the security exception prompts you

LConfirm Security Exception ] l Cancel ]
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https://apscnvpn.k12.ar.us/

You will see a Secure Logon for APSCN and an AUP

Secure Logon
for APSCN Networks

NOTICE

STATE OF ARKANSAS

Domain\Username
OFFICIAL BUSINESS USE ONLY - UNAUTHORIZED USE OR ACCESS IS PROHIBITED

|aDscn\0000usemame X ‘

Password

[ecazessss ]

THIS SYSTEM CONTAINS STATE AND FEDERAL GOVERNMENT INFORMATION. ONLY AUTHORIZED
USERS MAY ACCESS THIS SYSTEM, AND ANY AUTHORIZED USE OF THE SYSTEM, NETWORK OR
INFORMATION CONTAINED THEREIN MUST BE RELATED TO THE PERFORMANCE OF OFFICIAL
‘GOVERNMENT FUNCTIONS OR BUSINESS. BY ACCESSING AND USING THIS SYSTEM, YOU ARE
CONSENTING TO SYSTEM MONITORING FOR LAW ENFORCEMENT AND OTHER PURPOSES.
UNAUTHORIZED USE OF, OR ACCESS TO, THIS COMPUTER SYSTEM MAY SUBJECT YOU TO STATE
AND FEDERAL CRIMINAL PROSECUTION AND PENALTIES, AS WELL AS CIVIL PENALTIES, OR BOTH.

This product s licensed from FS Networks. © 1999-2014 FS Networks. Al rights reserved.

In the window enter your domain, username, and
password. Click Logon Eg. APSCN\0000username Secure Logon
for APSCN Networks

Domain\Username

|ap5cnkﬂﬂﬂﬂusernan1e |

Password

Logon
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The first time you login, you will be prompted to install a new browser component. Click on the “Click

here” hyperlink under “Download and install the software manually” to download the browser plugin

A browser plugin is required to use this site.

This site is not currently allowed to install software. To continue, select one of the following options.

* Allow plugins and coftinue with installation.
1. Make sure ygiir browser allows to install plugins from this site.
2. Click here tgtontinue with the installation.
* Download and i8tall the software manually.
1. Click here to download and save a compressed file. This file contains a plugin for your browser.
2. Uncompress the file, and move content of it inte your browser plugins directory.
3. Click here to restart the session.
# Continue without allowing plugins or installing software.

Note that some or all functionality might be disabled if you select this option
Click here to continue

Opening urhostplg.zip X

You have chosen to open:

g urhostplg.zip
which is: WinRAR ZIP archive (1.7 MB) Save the file and click OK

from: https://apscnvpn.k12.ar.us
What should Firefox do with this file?
O Openwith | WinRAR archiver (default) ~,

(®): Save File Ve

[] Do this autornatically for files like this from now on.

Cancel

Extract the zipped archive file. sPC » Downloads »

MName

{DBBB3167-6E81-400f-BBFD-BED8921726F...

Marne - E urhostplg.zip
Plugins <= Within the extracted

install.js folder is a “Plugins”

| | install.rdf folder.

» ThisPC » Local Disk (C:) » Program Files (x86) » Mozilla Firefox

-

MName Date modified Type
Copy or move the Plugins folder to brower oase 108 Fie folder
“C:\Program Files (x86) Mozilla defaults 201512:08..  File folder
Firefox\" dictionaries /20/201512:08 ...  Filefolder
gmp-clearkey 201512:08 ... Filefolder
Plugins /2015 1:45 PM  File folder
uninstall f20/201512:08 ..  Filefolder
wehannrt 1172077015 12.08 File frlrar

Dat

114
14
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Open a new tab in Firefox browser and type about:config

L) Firefox | abouticonfig

If necessary, confirm the Firefox This might void your warranty!
warning about making changes to the
browser configuration by clicking on ) ) o )
. Changing these advanced settings can be harmful to the stability, security, and perf
“ll be careful, | promlse!" should only continue if you are sure of what you are doing.

v | Show this warning next time

I'll be careful, | promise!

In the Search box, search for the Preference name plugins.load

| plugins.load

To the right of the plugins Preference plugins.load_appdir_plugins, change the value from false to true

Preference Name - Status Type

plugins.load_appdir_plugins user set

session again.

Activate F3 Netwr

*
Allow https:Fapscnvpn.k12ar.us to run "F5 Metworks .
paE Click Allow and Remember when prompted

Firepass Host"? Learn More...

Allow Now Allow and Remember

boolean

After you login, click to Active the plugin

true

Close all instances of the Firefox browser, and start the
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You will be prompted for administrative privileges. Click Continue to install the application

Permission Required d

Youll need to provide administrator pegyjssion to install this application

Carcs

® User Account Control > | If prompted with a UAC
for the F5 Package
Installer, Click Yes

5 Do you want to allow this app to make changes to your

PC?

Program name:  F5 Metworks Package installer
Verified publisher: F3 Networks

File crigin: Hard drive on this computer

() Show details Ves

Change when these notifications appear

If prompted with a UAC
for the F5 Component
Installer, Click Yes

¥ User Account Control >

Do you want to allow this app to make changes to your

Prograrm name:  F3 Metworks Component Installer
Verified publisher: F5 Networks
File crigin: Hard drive on this computer

() Show details Ves

Change when these notifications appear
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A Security Alert will pop up warning you that the site is not on your Trusted Sites list. Click on Add this
site to your Trusted Sites list, and always allow inspection from this site.

The site "apscnvpn.k12.ar.us’ is attempting to inspect your system
configuration.

This site is not on your Trusted Sites list.
—> Add this site to your Trusted Sites list, and always allow
inspection from this site.
—> Allow this site to inspect your system for this session only.

— Do not allow this site to inspect your system, and do not connect
to this site.

Cancel

If the minimum checks are successful, you will be presented with two links. One for eSchoolPlus and one
for Teacher Access Center. Click on the appropriate link that you will need to access. *NOTE* Teacher

Access Center (TAC) is accessed by teachers/faculty

Network Access

Lr

w eSchoolPLUS ‘6 Teacher Access Center
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*In Windows 10, the device driver needs to be manually added the first time you attempt to connect.*

@ Network and Application Access - Moxzilla Firefox - [ X ‘

A8 hit

apscnvpn.k12.ar.us/vdesk/resource_all_info.eui?resourcename=/Common/TAC&resou

Disconnect ||

Network Access Connection Device was not found.

Traffic Type Sent Compression Received Compression ‘

Network Access ‘
- Network Tunnel 0B 0% 0B 0% ‘
- Optimized Applications 0B 0% 0B 0%

Total 0B 0% 0B 0%

+ Show details

Programs and Features

Right click on the Windows Start Menu and select Device Manager E°“"E’V‘f’*’ﬁ°”‘
vent Viewer
\ System
Device Manager
Metwork Connections

Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
a5 Device Manager - O X Search
File Action View Help Run
@$||B||'ll|m?b& ] Shut down or sign out B
~ 4 VM-Desktop ~ Desktop
I Audio inputs and outputs
5 Batteries
9 Bluetooth
E Computer

Under “Other Devices”

- Dlisk drives

W Display adapters you will see “F5

- OVD/CD-ROM drives

o Floppy disk drives Networks VPN Adapter”
.& Floppy drive controllers - . . .

6 Human Interface Devices with a warning triangle
g |DE ATA/ATAPI controllers .

= Keyboards Icon.

@ Memory devices

B Mice and other pointing devices
1 Menitors

Ia MNetwork adapters

v |5 Other devices H H
[l F5 Networks VPN Adapter nght click and choose

7' Ports (COM & LPT) Properties
=0 Print queues

n Processors
: Sensors
I Software devices
% Scund, video and game controllers

£% Ctarane controllers
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Il Update Driver Software - F5 Networks VPN Adapter “
Choose “Browse my computer for

How do you want to search for driver software? L driver softwer”

— Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver softwar
for your device, unless you've disabled this feature in your device installati
settings.

—> Browse my computer for driver software
Locate and install driver software manually.

Cancel

€ || Update Driver Software - F5 Networks VPN Adapter

Choose “Let me pic from a list of

device dri ter” Browse for driver software on your computer
evice drivers on my computer

Search for driver software in this location:

\Usersib Documents] ~ Browse...

[~ Include subfolders

— Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.

Cancel

€ | Update Driver Software - F5 Networks VPN Adapter

Select “Show All Devices” and click

Next
Common hardware types:

S 4
§ 61883 devices

& Audio inputs and outputs

i Audio/video control devices
EBatteries

2| Biometric devices

8 Bluetooth

E Computer

== Digital Media Devices

Select your device's type from the list below.

s Disk drives
@R Display adapters
- DVD/CD-ROM drives .

Cancel

-
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'S

Il Update Driver Software - F5 Networks VPN Adapter
Locate “F5 Networks” under

Select the device driver you want to install for this hardware. “Manufacturer”, and then “F5

»”
* ; Select the manufacturer and model of your hardware device and then click Next. If you have a Networks VPN Adapter Under
_J_‘f) disk that contains the driver you want to install, click Have Disk. uModeI" CI|Ck Next

Manufacturer || Model /
E-Tech-Bullet Telecom 54 F5 Networks VPN Adapter

Exabyte
F3 Metworks
Fir 4
£ >
_ﬂj This driver has an Authenticode(tm) signature, Have Disk...

Tell me why driver signing is important

Cancel

Update Driver Warning

When prompted with the “Update
. s .

Driver Warmng message, click Yes Installing this device driver is not recommended because Windows

cannot verify that it is compatible with your hardware. If the driver is

ot compatible, your hardware will not work correctly and your

er might become unstable or stop working completely, Do you

want to coOmegye installing this driver?

Il Update Driver Software - @oem11.inf,%ever_device_stri: adapterF3 Networks VPN Adapter

Click Close

Windows has successfully updated your driver software
‘Windows has finished installing the driver software for this device:

gz! F3 Metworks VPM Adapter

Click on one of the eSchool or TAC link again
and you should be connected to the APSCN
VPN with Windows 10

Close
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Disconnecting the VPN

Although there is an Auto Timeout feature enabled, it is important to disconnect after no longer
needing the VPN.

s & B Bring up the taskbar hidden icons and right click on the f5 icon

3 B
] ®

Customise...

Right click on the f5 icon and click on “Terminate Connections” Beciore

\ Terminate Connections

If you have the Network
Connection still up, you can
click “Disconnect” and it will
) Connected disconnect you from your VPN

Session duration: 00:00:35 as well.

Traffic Type Sent Compression Received Compression
Network Access
- Network Tunnel 16.20KB 0% 18.27 KB 0%
- Optimized Applications 0B 0% 0B 0%
Total 16.20 KB 0% 18.27 KB 0%

+ Show details
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Reconnecting after (Auto) Disconnecting the VPN

The Auto Timeout has been enabled for security purposes. This feature will automatically disconnect
you from the APSCN VPN if your session has been idle for longer than 15 minutes.

Do you want to stay connected?

Your session has been idle. For your security you will be logged out in:

21 seconds

| Stay connected] L@ Disconnect

The system will prompt to
stay connected or disconnect.
If you do not make a selection

within the allotted time, you
will automatically be
disconnected from the APSCN
VPN.

You will be logged out and can open a new session.

Your session is finished.

To open a new session, click on the “Click Here”

Logged out successfully. hyperlink

Thank you for using APSCN Networks. /

To open a new session, please click here.
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