NEW MILFORD BOARD OF EDUCATION
New Milford Public Schools
50 East Street
New Milford, Connecticut 06776

POLICY SUB-COMMITTEE
MEETING NOTICE

DATE: June 5, 2018
TIME: 6:45 P.M.
PLACE.: Lillis Administration Building - Rm. 2

ln
2.

AGENDA

New Milford Public Schools Mission Statement

The mission of the New Milford Public Schools, a collaborative partnership of students, educators, family,
and community, is to prepare each and every student to compete and excel in an ever-changing world,
embrace challenges with vigor, respect and appreciate the worth of every human being, and contribute to
society by providing effective instruction and dynamic curriculum, offering a wide range of valuable
experiences, and inspiring students to pursue their dreams and aspirations.

Call to Order

Public Comment

An individual may address the Board concerning any item on the agenda for the meeting subject to the

following provisions:

A. A three-minute time limit may be allocated to each speaker with a maximum of twenty minutes
being set aside per meeting. The Board may, by a majority vote, cancel or adjust these time limits.

B. If a member of the public comments about the performance of an employee or a Board member,
whether positive, negative, or neutral, and whether named or not, the Board shall not respond to
such comments unless the topic is an explicit item on the agenda and the employee or the Board
member has been provided with the requisite notice and due process required by law. Similarly, in
accordance with federal law pertaining to student confidentiality, the Board shall not respond to or
otherwise discuss any comments that might be made pertaining to students.

. Discussion and Possible Action

A. Policies:
1000 Concept, Goals and Roles in Community Relations
1112 News Media Relationships
1112.5 Media Access to Students
. 1120 Public Participation at Board of Education Meetings
. 9321 Time, Place and Notification of Meetings
. 3520 Student Data Privacy

. Public Comment

S.

An individual may address the Board conceming any item on the agenda for the meeting subject to the

following provisions:

A. A three-minute time limit may be allocated to each speaker with a maximum of twenty minutes
being set aside per meeting. The Board may, by a majority vote, cancel or adjust these time limits.

B. If a member of the public comments about the performance of an employee or a Board member,
whether positive, negative, or neutral, and whether named or not, the Board shall not respond to
such comments unless the topic is an explicit item on the agenda and the employee or the Board
member has been provided with the requisite notice and due process required by law. Similarly, in
accordance with federal law pertaining to student confidentiality, the Board shall not respond to or
otherwise discuss any comments that might be made pertaining to students.

Adjourn




Sub-Committee Members: J.T. Schemm, Chairperson
Joseph Failla
Wendy Faulenbach
Tammy Mclnerney

Alternates: Brian McCauley
Bill Dahl




FOR FIRST REVIEW

COMMENTARY: Added mission statement language.
1000

Community Relations
Concept, Goals and Roles in Community Relations

The Board of Education recognizes that the community, defined broadly as the state and specifically
as the area served by the school system, determines the quality of local education. It is imperative
that members of the community and the school personnel cooperate in planning, developing policy,
implementing programs and evaluating results.

School-community relations are not merely reporting and interpreting. Rather, they are part of a
public enterprise in which community members and school personnel play their respective roles in

the-best-interests-of the-school distriet fulfilling the mission of the New Milford Public Schools:

The mission of the New Milford Public Schools, a collaborative partnership of students,
educators, family and community, is to prepare each and every student to compete and excel
in an ever-changing world, embrace challenges with vigor, respect and appreciate the worth
of every human being, and contribute to society by providing effective instruction and
dynamic curriculum, offering a wide range of valuable experiences, and inspiring students to
pursue their dreams and aspirations.

The Board of Education establishes the following goals for the community relations program:

1. To increase public understanding of the school system.

2, To increase community confidence and interest in the school system.

i 2 To promote effective dissemination of information concerning school activities.

4. To solicit community opinions about the school system.

5. To encourage the sharing of resources among civic and community organizations for the

benefit of the school system.

Policy adopted: May 7, 2001 NEW MILFORD PUBLIC SCHOOLS
Policy reviewed: October 15, 2013 New Milford, Connecticut




FOR FIRST REVIEW

COMMENTARY: Language more closely mirrors FOI wording.
1112(a)

Community Relations
News Media Relationships

Because schools are public institutions serving the educational needs of the community, it is
important that information be disseminated concerning programs, activities, and significant school
events. To ensure that this publicity be given wide coverage and coordinated with a common effort
and purpose, the following procedures shall be followed with news media:

1. The Board of Education Chairperson shall be the official spokesman for the Board. The
Superintendent of Schools may report on actions of the Board.

2, News releases of a system-wide nature, or which pertain to established school system
policy, are the responsibility of the Superintendent and will be issued through his/her office.

3 News releases which are of concern to only one school, or to an organization of one school,
are the responsibility of Principals, subject to any procedures that may be developed by the
Superintendent of Schools.

Recording and Conduct at Board Meetings
Board meetings to which the public has access may be photographed, broadcast, or recorded-for

bfeaeleas% bv the publu, as “ell as the news med:a—wpmm% newspapes—fadio

subject to the following guidelines:

1. The publlc, as well as the news medla,#my—pefson eFaﬂj‘—pheEGgFﬂ-phef—bfeadEBHH

joum&hst— shall record photograph or broadcast or—;eee;d—fer—breade&st—pfoeeedmgs—ef

said meeting as inconspicuously as possible and in such a manner which doesn’t disturb
proceedings.

2. If; in the judgment of the Chairperson of the Board of Education, the presence at a Board
meeting of any person;-phetegrapher-broadeaster-or-news-journalist causes such disruption

that orderly conduct of the public business at such meeting becomes unfeasible, access by
these individuals may be limited to the extent necessary to remove disruption.




1112(b)

Community Relations

News Media Relationships (continued)

3. In the event that any meeting of the Board is interrupted by any person or group of persons
so as to render the orderly conduct of such meeting unfeasible, and if (in the judgment of the
Chairperson) order cannot be restored by the removal of individuals who are willfully
interrupting the meetings, the Board may order the meeting room cleared and continue in
session. Only matters appearing on the agenda may be considered in such a session. Duly
accredited representatives of the press or other news media, except those participating in the
disturbance, shall be allowed to attend any such session.

Legal Reference: Connecticut General Statutes
1-226 Recording, broadcasting, or photographing meetings.

1-232 Conduct of meetings.

Policy adopted: May 7, 2001 NEW MILFORD PUBLIC SCHOOLS
Policy revised: June 9, 2009 New Milford, Connecticut
Policy reviewed: October 15, 2013




FOR FIRST REVIEW

1112.5(a)

C- OMMENTARY: Connecticut General Statutes § 10-209 prohibits boards of education from
dt.s'cia:smg health or psychological examination records. This is a useful legal reference to add
to this policy because there may be instances — sports, etc. — where student medical

information is requested. Such information should never be disclosed without student/ parent
consent.

Community Relations
Media Access to Students

The Board recognizes the important role the media serves in reporting information about the
district’s program, services and activities. Therefore, the district will make every reasonable effort
to provide media access to students.

School administrators shall be authorized to grant permission and set parameters for media access to
students in their respective schools in order to protect the students’ privacy rights under state and
federal law. The media may interview and photograph students involved in instructional programs
and school activities including public athletic events or other activities open to and attended by the
general public provided their presence will not be unduly disruptive and shall comply with Board
policies and district goals.

Media representatives shall be required to report to the administration for prior approval before
accessing students involved in instructional programs and activities not attended by the general
public.

Media representatives wishing to photograph or identify particular students, or otherwise publish or
disclose personally identifiable information regarding such students, must obtain parental or

guardian approval as well. Such permission shall not be required before photographs, videetapes
recordings, and/or articles referring to students involved in public athletic events or other activities
open to and attended by the general public may be published.

Parents who do not want their student interviewed, photographed or videotaped by the media shall
inform the school Principal accordingly.

Information obtained by media representatives directly from students does not require parental
approval prior to publication by the media. Parents who do not want their student interviewed or
photographed by the media may direct their student accordingly.

District employees may release student information to the media only in accordance with applicable
provisions of the education records law and Board policies governing directory information and
personally identifiable information.

(cf. 5125 - Student Records; Confidentiality)



1112.5(b)

Community Relations

Media Access to Students (continued)

Legal Reference:

Policy adopted:
Policy revised:
Policy reviewed:

Connecticut General Statutes
1-210 Access to public records. Exempt records.
10-209 Records not to be public. Provision of reports to schools.

Federal Family Educational Rights and Privacy Act, Sec. 438, 20 U.S.C. Sec
1232g (1988).

Individuals with Disabilities Education Act, 20 U.S.C. Sec 1400 et seq.

May 7, 2001 NEW MILFORD PUBLIC SCHOOLS
June 9, 2009 New Milford, Connecticut
October 15, 2013




FOR FIRST REVIEW

COMMENTARY: Legal review recommends continuing to use “mailed,” vs. “sent” because
Conn. Gen. Stat. § 1-227 explicitly states that meeting agendas be mailed and, per legal, it
makes sense to track the language to the statute as closely as possible.

1120(a)

Community Relations
Public Participation at Board of Education Meetings

The regular and special meetings of the Board of Education are open to the public and
representatives of the press except that a part of any meeting may be designated an executive
session as provided by law. (See 9324 for details)

The Board of Education welcomes participation of interested—organizations—and—individuals

individuals and organizations. Advance announcement of all regular and special meetings of the
Board of Education is made through posting the agenda (including posting on the Board’s website,

to the extent required by law), threughnetices—to—newspapers; and directly to citizens and
community and professional organizations who specifically request such notification. Notice of
meetings will be sent mailed mailed to persons filing a written request renewable in January of
each year. Said notice shall, where practicable, be given at least one week prior to the date set for
the meeting, except that the Board may give such notice as it deems practical for special meetings
called less than seven days prior  to the date set for the meetings. A reasonable charge may be
made for those persons or organizations requesting advance announcements of meetings and agenda
backup materials based on the estimated cost of providing such service.

Board meetings are meetings held in public and are not open hearings. Once the Board moves into
regular agenda the public may participate as allowed by the Chairperson and with the following
restrictions:

1. Questions and/or comments are to be restricted to the specific agenda item being discussed;

2. Board members shall be recognized first for comments and/or questions;

Questions and/or comments by the public may be restricted by the Board Chairperson;

(8]

4. The Chairperson may, at his/her discretion, curtail public discussion at any time.

With regard to ##3 and 4, above, public questions and/or comments may be restricted by the
Chairperson a) due to time limitations and the need by the Board to address other business, and b) to
the extent necessary to remove disruption, where any person or group of persons interrupts the
meeting so as to render the orderly conduct of such meeting unfeasible.




1120(b)

Community Relations

Public Participation at Board of Education Meetings (continued)

The Board agenda provides opportunities for comments and questions from persons attending the
meeting. Any citizen may appear before the Board to express his’/her opinion concerning the
educational program of the district. In addition to the restrictions listed above, the public is advised

that any discussion of specific Board employees will not be allowed at meetings and should be
addressed to that employee’s immediate supervisor.

(cf. 1312 Public Complaints)

Legal Reference: Connecticut General Statutes
1-225 Meetings of government agents to be public. Recording of votes.
Schedule and agenda of meetings to be filed. Notice of special meetings.
Executive sessions.
1-226 Broadcasting or photographing meetings.
192-342 Smoking in public meetings in rooms of public building prohibited.

1-227 Mailing of notice of meetings to persons filing written request. Fees.

1-230 Regular meetings to be held pursuant to regulation, ordinance or
resolution.

1-232 Conduct of meetings.
1-206 Denial of access to public records or meetings.

10-238 Petition for hearing by board of education.

Policy adopted: May 7, 2001 NEW MILFORD PUBLIC SCHOOLS
Policy revised: June 9, 2009 New Milford, Connecticut
Policy reviewed: October 15, 2013




FOR FIRST REVIEW

COMMENTARY: Legal review recommends continuing to use “mailed,” vs. “sent” because
Conn. Gen. Stat. § 1-227 explicitly states that meeting agendas be mailed and, per legal, it
makes sense to track the language to the statute as closely as possible. In the same vein, the
statute refers to notification by telegram. The use of either Town Clerk or Board Clerk is
acceptable, Board added for clarity.

9321(a)

Bylaws of the Board
Time, Place and Notification of Meetings
Regular Meetings

The Board of Education shall file with the Town Clerk, not later than January 31st of each year, the
schedule of the regular meetings of the Board of Education and shall post such schedule on the
Board’s website, to the extent required by law. No meeting shall be held sooner than thirty days
after such filing.

Special Meetings

Special meetings are meetings that are not part of the schedule of regular meetings and include
make-up dates for regular meetings that may have been postponed. Notice of each special meeting
of the Board of Education shall be posted at least twenty four hours in advance in the offices of the
Board and the Town Clerk and shall be posted on the Board’s website, to the extent required by
law. The notice must give the time and place of the special meeting and the business to be
transacted. No other business shall be considered by the Board at that special meeting. Each
member of the Board of Education shall be notified by the Superintendent or the Board Clerk in
writing not less than 24 hours prior to the time of the special meeting and shall be advised of the
time, place and business to be transacted, although any Board member may waive the 24 hour
notification by a written waiver of notice or a telegram to the purpose, and this 24 hour notification
requirement may be dispensed with as to any member who is actually present at the meeting at the
time it convenes.

Notice of Meetings

Notice of meetings will be sent matled mailed to persons filing a written request renewable in
January of each year. Said notice shall, where practicable, be given at least one week prior to the
date set for the meeting, except that the Board may give such notice as it deems practical for
special meetings called less than seven days prior to the date set for the meeting. The Board of
Education will charge a fee for these notices based upon cost of the service, as provided by law.

Legal Reference: Connecticut General Statutes

1-206 Denial of access to public records or meetings.
1-225 Meetings of government agencies to be public.

1-227 Mailing of notice of meetings to persons filing written request.



9321(b)

Bylaws of the Board

Time, Place and Notification of Meetings (continued)
Legal Reference: Connecticut General Statutes

1-228 Adjournment of meetings. Notice.
1-229 Continued hearings. Notice.

1-230 Regular meetings to be held pursuant to regulation, ordinance or
resolution.

10-218 Officers. Meetings

Bylaw adopted by the Board: January 9, 2001 NEW MILFORD PUBLIC SCHOOLS
Bylaw revised by the Board: March 10, 2009 New Milford, Connecticut
Bylaw revised by the Board: June 12, 2012




FOR SECOND REVIEW

Language modifications in red.

COMMENTARY: Language modified after First Review by the Board to reflect CT Public
Act 18-125: An Act Concerning Revisions to the Student Data Privacy Act.

3520(a)

Business/Non-Instructional Operations

Student Data Privacy

I. Purpose

Properly safeguarding confidential student information, student records and student-generated
content is of the utmost importance to the Board of Education. While the Board recognizes that
digital programs, applications (“apps™) and platforms can be essential 21" Century educational
tools that greatly enhance student learning, appropriate safeguards must be taken to ensure that
the use of such digital learning tools does not unreasonably jeopardize student privacy.

Accordingly, in contracting and interacting with outside entities that will have access to student
data, New Milford Public Schools” personnel must follow the provisions set forth in this policy.

IL Definitions
For the purposes of this policy, the following definitions shall apply:

“Contractor” means an operator or consultant that is in possession of or has
access to New Milford Public Schools™ student information, student records or
student-generated content as a result of a contract with the New Milford Board of
Education.

2. “Operator” means any person who (A) operates an Internet website, online
service or mobile application with actual knowledge that such Internet website,
online service or mobile application is used for school purposes and was designed
and marketed for school purposes, to the extent it is engaged in the operation of
such Internet website, online service or mobile application, and (B) collects,
maintains or uses student information.

3 “Consultant” means a professional who provides noninstructional services,
including, but not limited to, administrative, planning, analysis, statistical or
research services, to New Milford Board of Education pursuant to a contract with
the Board of Education.

4. “Student information” means personally identifiable information or material of
a New Milford Public Schools’ student in any media or format that is not publicly
available and is any of the following: (A) Created or provided by a New Milford
Public Schools’ student or the parent or legal guardian of a New Milford Public
Schools’ student, to the operator in the course of the student, parent or legal
guardian using the operator's Internet website, online service or mobile




3520(b)

Business/Non-Instructional Operations
Student Data Privacy

application for school purposes, (B) created or provided by an employee or agent
of the New Milford Public Schools to an operator for school purposes, or (C)
gathered by an operator through the operation of the operator's Internet website,
online service or mobile application and identifies a student, including, but not
limited to, information in the student's records or electronic mail account, first or
last name, home address, telephone number, date of birth, electronic mail address,
discipline records, test results, grades, evaluations, criminal records, medical
records, health records, Social Security number, biometric information,
disabilities, socioeconomic information. food purchases, political affiliations,
religious affiliations, text messages, documents, student identifiers, search
activity, photographs, voice recordings, survey responses or behavioral
assessments.

3 “Student record” means any information directly related to a student that is
maintained by a local or regional board of education, the State Board of Education
or the Department of Education or any information acquired from a student
through the use of educational software assigned to the student by a teacher or
employee of the New Milford Public Schools, except “student record” does not
include de-identified student information allowed under the contract to be used by
the contractor to (A) improve educational products for adaptive learning purposes
and customize student learning, (B) demonstrate the effectiveness of the
contractor's products in the marketing of such products, and (C) develop and
improve the contractor's products and services.

6. “Student-generated content” means any student materials created by a student
including, but not limited to, essays, research papers, portfolios, creative writing,
music or other audio files or photographs, except “student-generated content”
does not include student responses to a standardized assessment.

7. “Directory information” has the same meaning as provided for under Family
Educational Rights and Privacy Act (“FERPA™) regulations, as amended from
time to time.

8. “School purposes” means purposes that customarily take place at the direction of

a teacher or the New Milford Board of Education, or aid in the administration of
school activities, including, but not limited to, instruction in the classroom,
administrative activities and collaboration among students, school personnel or
parents or legal guardians of students.




3520(c)

Business/Non-Instructional Operations

Student Data Privacy

9.

10.

11,

12

“Student” means a person who is a resident of the state and (A) enrolled in a
preschool program participating in the state-wide public school information
system, pursuant to section 10-10a, (B) enrolled in grades kindergarten to twelve,
inclusive, in a public school, (C) receiving special education and related services
under an individualized education program, or (D) otherwise the responsibility of
a local or regional board of education.

“Targeted advertising” means presenting an advertisement to a student where
the selection of the advertisement is based on student information, student records
or student-generated content or inferred over time from the usage of the operator's
Internet website, online service or mobile application by such student or the
retention of such student's online activities or requests over time for the purpose
of targeting subsequent advertisements. “Targeted advertising” does not include
any advertising to a student on an Internet website that such student is accessing
at the time or in response to a student's response or request for information or
feedback.

“De-identified student information” means any student information that has
been altered to prevent the identification of an individual student.

“Persistent unique identifier” means a unique piece of information that can be
used to recognize a user over time and across different Internet websites, online
services or mobile applications and is acquired as a result of the use of a student's
use of an operator's Internet website, online service or mobile application.

I11. Contracting Requirements

A. Required Terms

On or after July 1, 2018, the Board will only enter into a contract with a contractor that provides
for the sharing of or access to student information, student records or student-generated content
where such contract includes the following required provisions:

1.

A statement that student information, student records and student-generated
content are not the property of or under the control of a contractor;

A description of the means by which the Board may request the deletion of any
student information, student records or student-generated content in the
possession of the contractor that is not (A) otherwise prohibited from deletion or
required to be retained under state or federal law, or (B) stored as a copy as part of




3520(d)

Business/Non-Instructional Operations

Student Data Privacy

10.

a disaster recovery storage system that is (i) inaccessible to the public, and (ii)
unable to be used in the normal course of business by the contractor, provided that
the Board may request the deletion of any such student information, student
records or student-generated content if such copy has been used by the operator to
repopulate accessible data following a disaster recovery:

A statement that the contractor shall not use student information, student records
and student-generated content for any purposes other than those authorized
pursuant to the contract;

A description of the procedures by which a student, parent or legal guardian of a
student may review personally identifiable information contained in student
information, student records or student-generated content and correct erroneous
information, if any, in such student record:

A statement that the contractor shall take actions designed to ensure the security
and confidentiality of student information, student records and student-generated
content;

A description of the procedures that a contractor will follow to notify the Board,
in accordance with the provisions of section 10-234dd of the Connecticut General
Statutes, when there has been an unauthorized release, disclosure or acquisition of
student information, student records or student-generated content:

A statement that student information, student records or student-generated content
shall not be retained or available to the contractor upon expiration of the contract
between the contractor and the Board except a student, parent or legal guardian of
a student may choose to independently establish or maintain an electronic account
with the contractor after the expiration of such contract for the purpose of storing
student-generated content;

A statement that the contractor and the New Milford Board of Education shall
ensure compliance with FERPA, as amended from time to time;

A statement that the laws of the state of Connecticut shall govern the rights and
duties of the contractor and the New Milford Board of Education: and

A statement that if any provision of the contract or the application of the contract
is held invalid by a court of competent jurisdiction, the invalidity does not affect




3520(e)

Business/Non-Instructional Operations
Student Data Privacy

other provisions or applications of the contract which can be given effect without
the invalid provision or application.

Any provision of a contract entered into between a contractor and the Board on or after July 1,
2018, that conflicts with any of the aforementioned required provisions listed above shall be
void. Where the Board and a contractor have entered into a contract with such a conflicting
provision, the Board shall seek to amend its contract with the contractor to eliminate the
conflicting provision(s) and ensure that all required contracting provisions listed above are
properly included in the contract.

Any contract entered into on or after July 1, 2018, that does not include (1) the required
provisions listed above or (2) the uniform student data privacy terms-of-service agreement
developed by the Connecticut Commission for Educational Technology shall be void provided
that the Board has first given reasonable notice to the contractor and the contractor has failed
within a reasonable time to amend the contract to include such required provisions or the
uniform terms-of-service addendum. The Board and a contractor may include the Connecticut
Commission for Educational Technology uniform terms-of-service agreement addendum to
satisfy the requirements of Conn. Gen. Stat. § 10-234bb.

B. Parent and Student Notification

The Board shall maintain and update, as necessary, an Internet web site with information relating
to all contracts entered into with a contractor that provides for the sharing of or access to student
information, student records or student-generated content. Not later than five business days after
executing a contract with a contractor that provides for the sharing of or access to student
information, student records or student-generated content the Board shall post notice of such
contract on the Board’s internet web site. The notice shall include the contract and shall:

¥ State that the contract has been executed and the date that such contract was
executed:

2 Provide a brief description of the contract and the purpose of the contract, and

3. State what student information, student records or student-generated content may

be collected as a result of the contract.

On or before September first of each school year, the Board shall electronically notify students
and parents or legal guardians of students of the address of the Board’s Internet web site as
described above.




3520(f)

Business/Non-Instructional Operations
Student Data Privacy
C: Parent and Student Continued Account Access

Students, parents, or guardians may request in writing via an email through the Director of
Technology, or his/her designee, that a Contractor with whom the Board has contracted establish
a personal account for the student to maintain active use of the services to continue to store
student-generated content.

D. Special Education Students

The Board shall not be required to enter into a contract that provides for the sharing of or access
to student information, student records or student-generated content if the use of an Internet web
site, online service or mobile application operated by a consultant or an operator is unique and
necessary to implement a child's individualized education program or plan pursuant to Section
504 of the Rehabilitation Act of 1973, as amended from time to time, and such Internet web site,
online service or mobile application is unable to comply with the provisions of Conn. Gen. Stat.
§ 10-234bb, provided (1) such Internet web site, online service or mobile application complies
with the Family Educational Rights and Privacy Act of 1974, 20 USC 1232g, as amended from
time to time, and the Health Insurance Portability and Accountability Act of 1996, P.L. 104-191,
as amended from time to time, (2) the Board can provide evidence that it has made a reasonable
effort to (A) enter into a contract with such consultant or operator to use such Internet web site,
online service or mobile application, and (B) find an equivalent Internet web site, online service
or mobile application operated by a consultant or an operator that complies with the provisions
of this section, (3) the consultant or operator complies with the provisions of Conn. Gen. Stat. §
10-234cc for such use, and (4) the parent or legal guardian of such child, and, in the case of a
child with an individualized education program, a member of the planning and placement team,
sign an agreement that (A) acknowledges such parent or legal guardian is aware that such
Internet web site, online service or mobile application is unable to comply with the provisions of
this section, and (B) authorizes the use of such Internet web site, online service or mobile
application. The Board shall, upon the request of a parent or legal guardian of a child, provide
the evidence described in subdivision (2) of this subsection to such parent or legal guardian.

Each school year the Board shall annually submit a report to the Commission for Educational
Technology concerning the use of Internet web sites, online services or mobile applications
without a contract pursuant to this section. Such report shall indicate whether or not any such
Internet web sites, online services or mobile applications are being so used, and, if so, a list of all
such Internet web sites, online services or mobile applications.



3520(g)

Business/Non-Instructional Operations
Student Data Privacy

IV.  Contractor Requirements

A. Security and Confidentiality

The Board expects that the contractors with whom it contracts with will take the security and
confidentiality of student information, student records and student-generated content extremely
seriously and will comply with all applicable legal requirements regarding the maintenance and
security of student data. In particular, contractors must implement and maintain security
procedures and practices designed to protect student information, student records and student-
generated content from unauthorized access, destruction, use, modification or disclosure that,
based on the sensitivity of the data and the risk from unauthorized access, meet or exceed
industry standards. At a minimum contractors with whom the Board contracts will be expected
to:

L Use technologies and methodologies that are consistent with the guidance issued
about protected information under the federal Health Information Technology for
Economic and Clinical Health Act of 2009, Section 13402(h)(2) of Public Law
111-5, as amended from time to time (HITECH Act), and;

2 Maintain technical safeguards as it relates to the possession of student records in a
manner consistent with HITECH Act regulations, 45 CFR 164.312, as amended
from time to time, on technical safeguards for electronic protected Health
Information.

If the Board learns, or has reason to believe, that a contractor with whom it has contracted with
has failed to either implement or maintain security procedures and practices as set forth above, it
will take immediate corrective action. Such action may include but is not limited to suspending
contractor access to student data, demanding the return and/or destruction of New Milford
student data and instituting appropriate legal action to enforce the terms of the contract and
collect appropriate damages from the contractor for any breach of such contract.

B. Impermissible Use of Student Data

The Board expects that the contractors with whom it contracts with will not use (1) student
information, student records or student-generated content for any purposes other than those
authorized pursuant to the contract, or (2) personally identifiable information contained in
student information, student records or student-generated content to engage in targeted
advertising.




3520(h)

Business/Non-Instructional Operations
Student Data Privacy

If the Board learns, or has reason to believe, that a contractor with whom it has contracted with is
using or has used student records or student-generated content for any purposes other than those
authorized pursuant to the contract or has used personally identifiable information contained in
student information, student records or student-generated content to engage in targeted
advertising it will take immediate corrective action. Such action may include but is not limited
to suspending contractor access to student data, demanding the return and/or destruction of New
Milford student data and instituting appropriate legal action to enforce the terms of the contract
and collect appropriate damages from the contractor for any breach of such contract.

V. Operator Requirements

A. Impermissible Operator Use of Student Data

The Board expects that the operators with whom it contracts with will take the security and
confidentiality of student information, student records and student-generated content extremely
seriously and will comply with all applicable legal requirements regarding the maintenance and
security of student data. In particular, operators must (1) implement and maintain security
procedures and practices that meet or exceed industry standards and that are designed to protect
student information, student records and student-generated content from unauthorized access,
destruction, use, modification or disclosure, and (2) delete any student information, student
records or student-generated content within a reasonable amount of time if a student, parent or
legal guardian of a student or the Board who has the right to control such student information
requests the deletion of such student information, student records or student-generated content
unless (A) state or federal law prohibits such deletion or otherwise requires the retention of such
student information, student records or student-generated content, or (B) a copy of such student
information, student records or student-generated content is in the possession of the operator as
part of a disaster recovery storage system and is inaccessible to the public and unable to be used
in the normal course of business by the operator, provided such student. parent or legal guardian
of a student or the Board may request the deletion of any such student information, student
records or student-generated content if such copy is used by the operator to repopulate accessible
data following a disaster recovery.

Operators with whom the Board contracts shall not knowingly engage in any of the following
activities:

1. Engage in (A) targeted advertising on the operator's Internet website, online
service or mobile application, or (B) targeted advertising on any other Internet
website, online service or mobile application if such advertising is based on any
student information, student records, student-generated content or persistent
unique identifiers that the operator has acquired because of the use of the
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operator's Internet website, online service or mobile application for school
purposes;

2 Collect, store and use student information, student records, student-generated
content or persistent unique identifiers for purposes other than the furtherance of
school purposes;

3. Sell, rent or trade student information, student records or student-generated
content unless the sale is part of the purchase, merger or acquisition of an operator
by a successor operator and the operator and successor operator continue to be
subject to the provisions of this section regarding student information; or

4. Disclose student information, student records or student-generated content unless
the disclosure is made (A) in furtherance of school purposes of the Internet
website, online service or mobile application, provided the recipient of the student
information uses such student information to improve the operability and
functionality of the Internet website, online service or mobile application and
complies with subsection (a) of this section; (B) to ensure compliance with federal
or state law or regulations or pursuant to a court order; (C) in response to a
judicial order; (D) to protect the safety or integrity of users or others, or the
security of the Internet website, online service or mobile application; (E) to an
entity hired by the operator to provide services for the operator's Internet website,
online service or mobile application, provided the operator contractually (i)
prohibits the entity from using student information, student records or student-
generated content for any purpose other than providing the contracted service to,
or on behalf of, the operator, (ii) prohibits the entity from disclosing student
information, student records or student-generated content provided by the
operator to subsequent third parties, and (iii) requires the entity to comply with
subsection (a) of this section; or (F) for a school purpose or other educational or
employment purpose requested by a student or the parent or legal guardian of a
student, provided such student information is not used or disclosed for any other

purpose.

If the Board learns, or has reason to believe, that an operator with whom it has contracted with is
engaging in any of the prohibited behaviors listed above it will take immediate corrective action.
Such action may include but is not limited to suspending operator access to student data,
demanding the return and/or destruction of New Milford student data and instituting appropriate
legal action to enforce the terms of the contract and collect appropriate damages from the
operator for any breach of such contract.
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B. Permissible Operator Use of Student Information

The Board recognizes that under Connecticut law, operators may use student information to
perform the following limited functions:

I. To maintain, support, improve, evaluate or diagnose the operator's Internet
website, online service or mobile application;

2. For adaptive learning purposes or customized student learning;

3 To provide recommendation engines to recommend content or services relating to
school purposes or other educational or employment purposes. provided such
recommendation is not determined in whole or in part by payment or other
consideration from a third party, or

4. To respond to a request for information or feedback from a student, provided such
response is not determined in whole or in part by payment or other consideration
from a third party.

C. Permissible Operator Use of De-Identified Student Information

The Board further recognizes that under Connecticut law, an operator may use de-identified
student information or aggregated student information to perform the following limited
functions:

1. To develop or improve the operator's Internet website, online service or mobile
application, or other Internet websites, online services or mobile applications
owned by the operator, or

2 To demonstrate or market the effectiveness of the operator's Internet website,
online service or mobile application, and that an operator may share aggregated
student information or de-identified student information for the improvement and
development of Internet websites, online services or mobile applications designed
for school purposes.

D. Access to Student Data

As set forth under Connecticut law, nothing in this policy nor in any contract the Board may
enter into with an operator shall be construed to:
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1. Limit the ability of a law enforcement agency to obtain student information,
student records or student-generated content from an operator as authorized by
law or pursuant to a court order; or
2. Limit the ability of a student or the parent or legal guardian of a student to
download, export, transfer or otherwise save or maintain student information,

student records or student-generated content.

VI.  Data Breach Procedures

A. Contractor Notification Requirements

Upon the discovery of a breach of security that results in the unauthorized release, disclosure or
acquisition of student information, excluding any directory information contained in such student
information, a contractor shall notify, without unreasonable delay, but not more than thirty days
after such discovery, the Board of such breach of security. During such thirty-day period, the
contractor may (A) conduct an investigation to determine the nature and scope of such
unauthorized release, disclosure or acquisition, and the identity of the students whose student
information is involved in such unauthorized release, disclosure or acquisition, or (B) restore the
reasonable integrity of the contractor's data system.

Upon the discovery of a breach of security that results in the unauthorized release, disclosure or
acquisition of directory information, student records or student-generated content, a contractor
shall notify, without unreasonable delay, but not more than sixty days after such discovery, the
Board of such breach of security. During such sixty-day period, the contractor may (A) conduct
an investigation to determine the nature and scope of such unauthorized release, disclosure or
acquisition, and the identity of the students whose directory information, student records or
student-generated content is involved in such unauthorized release, disclosure or acquisition, or
(B) restore the reasonable integrity of the contractor's data system.

B. Board Notification Requirements

Not later than two business days after receipt of notice from a contractor of a breach of security
that results in the unauthorized release, disclosure or acquisition of student information, directory
information. student records or student related content, the Board shall electronically notify the
student and the parents or guardians of the student whose student information, student records or
student-generated content is involved in such breach of security. In addition, the Board shall
post notice of the breach of security on the Board’s website.
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C. Operator Notification Requirements

Upon the discovery of a breach of security that results in the unauthorized release, disclosure or
acquisition of student information, student records or student-generated content, an operator that
is in possession of or maintains student information, student records or student-generated content
as a result of a student's use of such operator's Internet web site, online service or mobile
application, shall (1) notify, without unreasonable delay. but not more than thirty days after such
discovery, the student or the parents or guardians of such student of any breach of security that
results in the unauthorized release, disclosure or acquisition of student information, excluding
any directory information contained in such student information, of such student, and (2) notify,
without unreasonable delay. but not more than sixty days after such discovery. the student or the
parents or guardians of such student of any breach of security that results in the unauthorized
release, disclosure or acquisition of directory information, student records or student-generated
content of such student. During such thirty-day or sixty-day period, the operator may (A)
conduct an investigation to determine the nature and scope of such unauthorized release,
disclosure or acquisition, and the identity of the students whose student information, student
records or student-generated content are involved in such unauthorized release, disclosure or
acquisition, or (B) restore the reasonable integrity of the operator's data system.

(cf. 3300 — Purchasing)

(cf. 3313 -- Relations with Vendors)

(cf. 3313.1 -- Local Purchasing)

(cf. 3321 -- Requesting Goods and Services (Requisitions))
(cf. 5125 — Student Records: Confidentiality)

(cf. 6156 — Use of Technology in Instruction)

(ct. 6161.7 — Use of Proprietary Software Products)

(cf. 6162.51 — Protection of Student Privacy)

Legal References:

20 U.S.C. 1232¢g, Family Education Rights and Privacy Act of 1974

34 C.F.R. Part 99 (FERPA regulations)

Protection of Pupil Rights Amendment (PPRA) 20 U.S.C. § 1232¢g (2014)

Children’s Online Privacy Protection Act (COPPA) 15 U.S.C. §§6501 et seq. (2014)
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Health Information Technology for Economic and Clinical Health Act of 2009, Section
13402(h)(2) of Public Law 111-5

Connecticut General Statutes

1-210(b)
7-109
10-15b
10-209
10-234aa

10-234bb

10-234cc
10-234dd
11-8a

11-8b

46b-56(e)

Access to public records. Exempt records.
Destruction of documents.

Access of parent or guardians to student's records.
Records not to be public.

Definitions.

Contracts between boards of education and contractors re student data.
Requirements

Requirements for operators re student data
Duties re unauthorized release, disclosure or acquisition of student data
Retention, destruction and transfer of documents

Transfer or disposal of public records. State Library Board to adopt
regulations.

Access to Records of Minors.

Connecticut Public Act 18-125: An Act Concerning Revisions to the Student Data Privacy Act

Connecticut Public Records Administration Schedule M8 —Education Records (2/2005)

Policy adopted:

NEW MILFORD PUBLIC SCHOOLS
New Milford, Connecticut

ACTIVE/76079.9/ZSCHURIN/7467890v1




Policy 3520 APPENDIX A

CONTRACT

The New Milford Board of Education (the “Board™) and [Insert Contractor’s name]
(the “Contractor™) hereby enter into this Contract for services that requires the Contractor to be
in possession of or will allow the Contractor to have access to student information, student
records or student-generated content (the “Contract™). This Contract shall set forth the terms
under which the Contractor shall perform.

[Insert Contractor’s name| has authorization to use Student Data and Employee data for the
following purposes only: online services. Any use of Student and Employee data for targeted
marketing and/or advertisements is prohibited. Any use beyond the scope detailed in this
provision constitutes a violation of this agreement and will result in termination of services.

1 Definitions

The following definitions shall apply with respect to the Contractor’s obligations in
connection with its possession and/or access to student information. student records and/or
student-generated content.

(i) "Contractor" means [Insert Contractor’s name|, who acknowledges that it is an
“operator” or “consultant” as those terms are defined under Conn. Gen. Stat. § 10-234aa, that is
in possession of or has access to student information, student records or student-generated
content as a result of a contract with the Board:

(i1) "Student information” means personally identifiable information or material of a
student in any media or format that is not publicly available and is any of the following: (A)
Created or provided by a student or the parent or legal guardian of a student, to the operator in
the course of the student, parent or legal guardian using the operator's Internet web site, online
service or mobile application for school purposes, (B) created or provided by an employee or
agent of a local or regional board of education to an operator for school purposes. or (C) gathered
by an operator through the operation of the operator's Internet web site, online service or mobile
application and identifies a student, including, but not limited to, information in the student's
records or electronic mail account, first or last name, home address, telephone number, date of
birth, electronic mail address, discipline records, test results, grades, evaluations, criminal
records, medical records, health records. Social Security number, biometric information,
disabilities, socioeconomic information, food purchases, political affiliations, religious
affiliations, text messages, documents, student identifiers, search activity, photographs. voice
recordings, survey responses or behavioral assessments;

(i) "Student record" means any information directly related to a student that is
maintained by a local or regional board of education, the State Board of Education or the
Department of Education or any information acquired from a student through the use of
educational software assigned to the student by a teacher or employee of the New Milford Board
of Education, except "student record" does not include de-identified student information allowed
under the contract to be used by the contractor to (A) improve educational products for adaptive
learning purposes and customize student learning, (B) demonstrate the effectiveness of the




contractor's products in the marketing of such products, and (C) develop and improve the contractor's
products and services:

(iv) "Student-generated content”" means any student materials created by a student
including, but not limited to, essays, research papers, portfolios, creative writing, music or other
audio files or photographs, except "student-generated content" does not include student
responses to a standardized assessment;

(v) "Directory information" has the same meaning as provided in the Federal Education
Rights to Privacy Act, 20 U.S.C. § 1232g (“FERA™) and 34 CFR § 99.3, as amended from time
to time;

(vi) "School purposes" means purposes that customarily take place at the direction of a
teacher or a local or regional board of education, or aid in the administration of school activities,
including, but not limited to, instruction in the classroom, administrative activities and
collaboration among students, school personnel or parents or legal guardians of students;

(vii) "Student" means a person who is a resident of the state and (A) enrolled in a
preschool program participating in the state-wide public school information system, pursuant to
section 10-10a of the general statutes, (B) enrolled in grades kindergarten to twelve, inclusive, in
a public school, (C) receiving special education and related services under an individualized
education program, or (D) otherwise the responsibility of a local or regional board of education:

(viii) "Targeted advertising” means presenting an advertisement to a student where the
selection of the advertisement is based on student information, student records or student-
generated content or inferred over time from the usage of the operator's Internet web site, online
service or mobile application by such student or the retention of such student's online activities
or requests over time for the purpose of targeting subsequent advertisements. "Targeted
advertising" does not include any advertising to a student on an Internet web site that such
student is accessing at the time or in response to a student's response or request for information
or feedback:

(ix) "De-identified student information” means any student information that has been
altered to prevent the identification of an individual student;

(x) “Persistent unique identifier” means a unique piece of information that can be used to
recognize a user over time and across different Internet websites, online services or mobile
applications and is acquired as a result of the use of a student's use of an operator's Internet
website, online service or mobile application;

(xi)  For purposes of this Addendum, the terms student information, student records
and student-generated content shall be collectively referred to as “Student Data.”

[§]




2. Scope of Services

[Insert Contractor’s name| has authorization to use Student Data and Employee data for the
following purposes only: [list services]. Any use of Student and Employee data for targeted
marketing and/or advertisements is prohibited. Any use beyond the scope detailed in this
provision constitutes a violation of this agreement and will result in termination of services.

3. Property and Control

The Contractor agrees and understands that all Student Data to which the Contractor may
have access to is not the property of, nor under the control of, the Contractor. Such Data remains
the property of the Board and/or student/family to whom the Data pertains.

4. Secure Data Storage

The Contractor agrees to use secure data storage mechanisms that are within reasonable
industry standards in performing its obligations in this Contract.

5. Deletion of Student Data

The Board may request that the Contractor delete any Student Data, including Directory
Information, to which the Contractor has access or possession. The Board shall provide this
request to the Contractor in writing (which may include electronic communication) to the
Contractor’s designated representative, who the Contractor shall identify at the time of the
execution of the Contract and this Addendum. The Contractor shall delete all such data within a
reasonable time, but in no event later than the time frames set forth in the Federal Educational
Records Privacy Act (20 U.S. C. § 1232g (*FERPA™) or Connecticut General Statutes § 10-
234aa through Connecticut General Statutes § 10-234dd, inclusive.

6. Contractor Use of Student Data

The Contractor agrees that it shall not use any Student Data, including Directory
Information, to engage in any targeted marketing of any kind or for any use prohibited by
Connecticut General Statutes § 10-234aa through Connecticut General Statutes § 10-234dd,
inclusive. The Contractor may only use the Student Data for purposes authorized by the
Contract or purchase order for services rendered.

7 Parent. Student or Guardian Review of Student Data

The Board shall permit any student, parent or legal guardian to review Student Data as
required by applicable law, including but not limited to the Federal Education Rights and Privacy
Act, 20 U.S.C. § 1232¢g (“*FERPA™) or otherwise in accordance with Board policies. Should any
parent, student or guardian request to review Student Data solely in the possession of the
Contractor, the Board shall notify the Contractor’s authorized representative in writing, which
may include by electronic communication. The Contractor shall, within a reasonable time, but in
no event later than the time frames proscribed by FERPA, allow such review. Should the parent,



student or guardian be entitled to correct erroneous information in accordance with FERPA or
other applicable law or Board policy, the Board shall notify the Contractor and the Contractor
shall correct such information in accordance with FERPAs timelines.

8. Ensuring Confidentiality

The Contractor shall take measures that are within reasonable industry standards to
ensure the safety and confidentiality of all Student Data. Contractor will ensure that New Milford
student data will be provided only to those individuals in the company that are required to have
access to meet the Contractor’s obligations to the district. Said access will be logged and
available to the district upon demand.

9. Data Backup Plans

The Contractor agrees that it shall use data backup plans and business continuity plans, in
accordance with reasonable industry standards, to insure no data loss for the duration of the
Contract. The Contractor shall further provide details as to how data security is applied to data at
rest and in transit. Mass data transfers must be approved by the Board. Data retention periods
will be provided to the Board as an addendum to this contract.

10. Unauthorized Release. Disclosure or Acquisition of Student Data

In the event that the Contractor for any reason, intentional or otherwise, permits any
unauthorized release, disclosure or acquisition of Student Data, including Directory Information
and/or De-identified Student Information, under any circumstances, it shall immediately notify
the Superintendent of Schools or designee within the timelines set forth in Conn. Gen. Stat. § 10-
234dd. Upon discovering such unauthorized release, the Contractor shall, within the timelines
set forth in Conn. Gen. Stat. § 10-234dd, implement all reasonable steps necessary to address and
rectify said release. The Contractor understands that the Board shall notify all parents, students
or guardians affected by any unauthorized breach of Student Data security within two (2)
business days of its receipt of notice of such breach. The Contractor shall further provide notice,
in writing, upon having completed the steps necessary to secure the return of and to maintain the
future security of all such information.

The Contractor shall append to this agreement a copy of their critical incident response
plan. The Contractor agrees to fully cooperate with the Board of Education with respect to the
investigation of any breach. In the event a data breach occurs that results in an unauthorized
release of student or employee data, the Contractor shall, in addition to its obligations under
Conn. Gen. Stat. § 10-234dd, provide written notice to the Superintendent of Schools and
Director of Technology, that describes what happened, when the breach occurred, when the
breach was identified, a complete accounting of the data that was breached, the number of
students or employees impacted, which student or employees were impacted, and steps taken to
mitigate continued breach of data.



Il Retention of Student Data

The: Contractor understands that it shall not retain any Student Data upon the completion
of the services in the Contract. Notwithstanding, the Contractor may continue to retain Student
Data only if the student, parent or legal guardian of a student chooses to establish or maintain an

electronic account with the Contractor for purposes of storing student-generated content (when
available).

The Contractor agrees to provide the Board with all data retention periods. Providing any
Student Data, including de-identified Student Data, to a third party is expressly prohibited unless
expressly agreed to in writing by the Board.

[f the Contractor wishes to destroy any data or student-generated content, it must first
obtain the permission of the Board and provide the Board with all documentation setting forth
the documents being destroyed and the process concerning said destruction.

12. FERPA

The Contractor and the New Milford Board of Education will ensure compliance with
FERPA. Further, access to Student Data will be provided only to those individuals of the
Contractor that are necessary to have such access to meet the Contractor’s obligations hereunder.
The Contractor and the Board agree that the Contractor shall be deemed a “school official™ for
purposes of FERPA.

13. Governing Law

The laws of Connecticut shall govern the duties of the obligations of the Contractor and
the Board and this Contract shall be governed in accordance with Connecticut’s laws. Any
disputes arising hereunder shall be governed by and in the courts of the State of Connecticut.

14. Invalid Provisions

If any provision of the Contract is held to be invalid, such finding does not impact the
validity of all remaining provisions and such provisions shall continue to exist in full binding
force and effect without the invalid provision.

15. Contractor’s Agreement to Comply With Conn. Gen. Stat. § 10-234aa Through
Conn. Gen. Stat. § 10-234dd. Inclusive

By executing the Contract and this Addendum, the Contractor hereby acknowledges and
represents that it has read and fully understands all of its obligations and requirements imposed
upon it by Connecticut General Statutes § 10-234aa through Connecticut General Statutes § 10-
234dd. inclusive.



16. Obligations Not Assignable

The Contractor agrees and acknowledges that it may not in any way assign away the
obligations it has pursuant to Connecticut General Statutes § 10-234aa through Connecticut
General Statutes § 10-234dd. inclusive.

17.  Obligations Are In Addition to Pre-existing Obligations

The Contractor understands, acknowledges and agrees that it has the obligations to follow
the rules set forth in Connecticut General Statutes § 10-234aa through Connecticut General
Statutes § 10-234dd, inclusive. These obligations are in addition to and not in lieu of any other
obligations that it may have to maintain the protection and security of Student Data, whether
such obligation arises under the Contract or other applicable law. To the extent any provision of
the Contract in any way releases. deletes, lessens, assigns. transfers, removes or in any way
discharges the Contractor from its obligations under Connecticut General Statutes § 10-234aa
through Connecticut General Statutes § 10-234dd, inclusive, such provisions shall be deemed to
be null and void.

18. Publicity

The Contractor agrees that the school district, its schools, students and faculty may not be
used in any marketing efforts without the express written consent of the Board of Education or
its designee.

19.  Training

Where applicable. the Contractor shall provide training to the Board’s employees on the
use of the Contractor’s product.

20. Amendment

This Contract may be changed, amended. or superseded, only upon an agreement in
writing executed by both parties hereto.




WHEREFORE, the Parties intending to be legally bound by the execution of this
Contract, hereby assert the same by affixing their signatures as stated below.

On Behalf of The Contractor Date
On Behalf of the New Milford Board of Date
Education
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