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B. What R U Doing 2nite?

Today's cyber kids have a new language—instant
messaging. Set of 2 SMS Text Messenger/Organizers
are hand-held devices that simply send and receive

wireless text messages instantly, up to 50 ft.!
They're also organizers that store
information and important phone
numbers, addresses, emails and
memos. Secret password functions
keep it all private. Uses 2 AAA
batteries (sold separately).

Each 24" x 4°%4". Ages /+.
Y610-080 Set of 2 SMS Texi
Messenger/Organizers $34.95
Y118-234 2 AAA Batteries $1.95
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Disconnect

Poor social Skills
Distraction

physical inactivity.
Poor problem solviigrs

IS

Computer llliterate/poor skills~

) Behind Acadgﬁﬁeally—research
/ Impair Communication |
~ Lost Career Opportunities

Lacking Exposure/Resources




2 OUIF ol BALANCE CYBERIKIDS

0 95% of pafgnts do t‘-fecnize
Kids use

o 89% of séxual sohutatlons are mage |n

either chat rooms 0] mstant IMESSAJES

o

http://www.netlingo.com/statistics.efm
]




 76% of pareQ{s
don't have rules

about what thelr
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on the com B,
/"'/ http://www.netlingo.com/statistics.cfm
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- Being cruel to others by sendi |
material using techno Ioglcal

an individual or group that uses information
. communication mvolvmg electronic technologies to
facilitate del?berate and repeated harassment or

threat to an individual or group.
<«
Also known a
| -
‘Electronic Bu —
& > 4

;Q’r)line Social Cruelty’




B UL LYING
. DIRECT

« ON -
school property\

POOR

relationships with tea

FEAR RETRIB

Physical:
Hitting, Punching & S

Verbal:
Teasing, Name Calling & Gossip

Nonverbal:

/dee’of Gestures

b -
www.stopbullying

JLLYING

school pro'p\erty
GOOD

relationships with teachers

EAR LOSS
of technology privileges

her under the radar than bullying

gh, 2004; Ybarr@‘%\Mitchell, 2004}
]



http://www.stopbullyingnow.hrsa.gov/
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Cyber Bullying
Cgégoﬁé%

Type of person or

motivation for.
cyber bullying

‘Cyber Bullying,

Types
yPp \

e means or style

OUEStIEscyher bullying
M




“Inadvertent” “Power-Hungry”
** Role-play s Want reaction

¢ Responding ¢ Controlling with fear
*» May not realize they are cyber bullying

“Revenge of the Nerds”
(“Subset of Power-Hungry™)
s Often Victims of school-yard bullies
s Throw ‘cyber-weight’ around
‘c . iy ¢ Not school-yard bullies like
Mean Girls Power-Hungry & Mean Girls

“Vengeful Angel”

** Righting wrongs
¢ Protecting themselves

¢ Bored; Entertainment
¢ Ego based; promote own social status
*» Often do in a group

¢ Intimidate on and off line

% Need others to bully

{Parry Aftab. Esq., Executive Director, WiredSafety.org}




G4 CYEER BULLYING TYRES

“Flaming’: Online fights using electronic. messages
with angry and vulgar language

“Harassment’: Repeatedly sending offensive, rude,
and insulting messages

“Cyber Stalking”: Repeatedly sending messages that include
threats of harm or are highly intimidating.
Engaging in other on-line activities that make

a person afraid for his/her own safety

“Denigration”:  “Dissing’ someone online. Sending or posting
cruel gossip or rumors about a person to
damage his or her reputation or friendships




G4 CYEER BULLYING TYRES

“Impersonation”: Pretending to be someone else. Sending.or
posting material online that makes that person
look bad, gets them in trouble or danger,
or damages their reputation or friendships

“Outing and Trickery’: Sharing someone’s secret or embarrassing
Information online by tricking them to
reveal secrets or embarrassing information
which is then shared online

“Exclusion”: Intentionally excluding someone from an on-line group,
like a “buddy list’

{Nancy Willard, M.S., J.D., Director of the Center for Safe and Responsible Internet Use}
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~ The cyber bullied will;’ | The cyber bully will:

@O Display frustration or angé’f? O Avoid discussions abou}f‘&/“
after computer use | computer; us

O/ Avoids discugipns ab‘c;ut /| @ Become agitated when J

computer use unable to use the computer

omputér USE IS eXcessive

S multlple accounts that
no‘t be their own




~ e Cyber bullylﬁ {}plcaly starts at

about 9 yearséI f age and usually

ends after 14 years of age; after
14, it becomes cyber or sexual

harassment due to nature of acts




INFFERNEIFUSESIPATISIEICS

http://www.criminaljustice.state.ny.us/missing/i_safety/i_intro.htm

# of Childrenr Accessing the Infernet

The number of children accessing the
internet has risen from approximately
2 million in 19945
to
77 million in 2005 !




C{S=r BUEEYINE
STATISTICS

*Taken from an iI-SAFE America survey of students nationwide.




g Over 1/3rd (33.4%0) of%uth had been cyber bullle:

Most freg ueﬁt types’lncludld being ignored (43 290);
dlsrespected (39.8%) \

e

(Patchjﬂ & Hindyja, 2006)
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Parents
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Vi
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Mental Halth Professionals

s

Legall Systemi (Public eraPrivate)

Internet Senvice Provide
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Before You
Know It




‘PEAS’ PROGRAM
Psychological-Educational-And-Social

A holistic, proactive therapeutic response system
designed to guide youths, parents, & educators
to learn positive behaviors and skills that deal

with the issues of cyber bullying and healthy
communication styles. This program focuses on
prevention, intervention, and reactionary
measures

Trolley, Hanel & Shields 2006




 PSY.CHOLOGICAL:

1. Qutside Counseling
Referral

. Family Support Centér
Referral

. In- School Counseling

. Anger Management ém ip:

. Peer Mediation/Conflict

Resolution

. Apology & Impact

Statement

. ‘On-Line Safe Box’

‘B*-a.
EEgUCA*ﬂSNN:

: Curricuén Infusion

. Peer. Matching
\ 7

i

. School Assemblies

syelopmentef;Public.

SETVIGEANMTTOUNGEIENILS]

CEalENLEGUGaUnn

SIRJAWI
orizll=-Aricl-S0)

éocmu\sj,

. Skill.Building
(Mnication &
Sacial Interaction)

J

. Team Blrojects

. Peer Mentaring

il

. School Policies

>
~
-
-
Vg

."'ll"

. Field Trips
7 p

Extra-Curricular Activities

. Community Involvement




DECISHOINNIREE

Cyber Bully Incident Report
Complete report & collect evidence

|

Assessment

—— 7§ ———————

Domains Multiple Informants Methods
Family Factors Parents Interview
School Risk vs. Teachers Collateral info
Social Resiliency Students Assess. Forms

——— Administrators Standardized Instr.
\/ (SAVRY)

Dispositions

A

Contacts Disciplinary Therapeutic
Parents Detention PEAS Program

Administration Suspension Family Support Ctr.
Police Expulsion Outside Counseling

N — Arrest Residential Treatment
| /

Ongoing Prevention

Trolley, Hanel & Shields 2006
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INTERNET SAF AGREE T

When using the Internet I realize I have a responsibility to be safe and protect myself.

I understand that what I place on-line becées a document that can be saved and ‘used
at a later time. "“)

-

e y-

I
/

\__This is my plian for safety.

1. The location of ‘our computer is:

g

nal information of any kind to:

and I will not

2. When working on-line T

3. When I feel thre y parents a?é I will:

4. When working in a Chat Room, wi
~ respect the power of my words.
=

5. IfI




respect the power oi] my words. I promise:
T
"\\.,_N‘R

5. If I see or read something dealing with sexual images or statements I will:

-

6\?“ hen a pop-up appfefars on my computer I will:

/

I

.

7. If someone on-line asks to meet me in person I will:

In order to have the pr'lvnlege to this Internet Safety Plan.

(—’/, |

* Part of the 'PEAS’' Program by Trolle el;. & Shields

N
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 Block the Cyber Circle
" STOP don't respond

E .save the
U m e Information

SHARE .tell someone




CONS D =R AT IONS)

for ASSESSIMIENT
Wilkzard (29995)
Not all cyber bullying behavior: will reach a
threatening level; threats can-come from both the

cyber bully and the/target \

NegatiVe Interactions oh)served among students are /

probably)being played out on-line as well

Impersonationmust be censidered when evidence of
cyber bullymgisiounds r*on\/@r- those accused
ElY/CILEN I ASIUEIENSE /

Electronic communications mays make the message
Seefiimore seneusitnan as enFine language tends to
DEIcoarse




CONS D =R AT IONS

fOr ASSESSMIENT

Wiltard 20U5)
e

Teens may use the(lepl’er‘ne to play-act or \\ _

experiment with different personalities

"Technology facilitates open disclosure\;?i?a’?um to
gain insight into youth's’emotional state |

~ The most concerning threat might not come from

the student who has poested material but from the
target —

The differentiation BEWEEN
‘put dewn spEEChiVSItget back speech’

Ensuring the saletyrofrallicencerned should not
2sultiin the furthervictimization of an already
VICUIMIZE stUEEN((9r 75:-740))




CYBER BULLYING INCIDENT REPORT

(Student) Name of Reporter: Today’s Date: Incident Date
Person Completing Form: Signature:
INCIDENT DESCRIPTION:
RECIPIENT INITIATOR
B Student: B Student:

B Adult/Teacher:

B Other:

Male/Female Grade:

LOCATION

m School Grounds:

@ Off School Grounds:

ELECTRONIC METHOD

Description: (include means & use)

DESCRIPTION of INCIDENT

B Adult/Teacher:

B Other:

Male/Female Grade:

LOCATION

m School Grounds:

m Off School Grounds:

ELECTRONIC METHOD

Description: (include means & use)

Additional Notes:




CYBER BULLYING INTAKE ASSESMENT FORM

(Student) Name: *BV R HOMEBASE: Today's Date:
Male/Female Grade: Incident Date Counselor:
Person Completing Form: Signature:

INCIDENT DESCRIPTION:

RECIPIENT INCIDENT TYPE
B Student: W Inadvertent Flaming
B Adult/Teacher: [ | Vengeful Angel Harassment
B Mean Girls Cyber Stalking
B Other: ] . .
Power-Hungry Denigration
LOCATION B Revenge of the Nerds Impersonation
Outing/Trickery
hool :
m School Grounds Exclusion
m Off School Grounds: DECISION TREE

Low Risk - Disciplinary/Therapeutic/Proactive

ELECTRONIC METHOD

Moderate Risk — Suspension/Therapeutic intervention
Description: (include means & use) Police/Crisis Services/Refer out

High Risk — Police/Crisis Services/Refer out

Alternative Placement/Education

INTERVENTION
Teacher- Verbal/Written Warning/office

DESCRIPTION of INCIDENT

Seat Assignment/Class re-assignment

Recess re-assignment

In-school Suspension

Out of School Suspension
Loss of Privileges: Technology related

Mediation/Reconciliation

Contract Behavior Agreement

Parent/Guardian Meeting:

Counseling:

Follow Up Dates:

Additional Comments:

Reported By: (please include how they are connected)

Parent/Guardian Signature:




Master Calendar

PSYCHOLOGICAL

EDUCATIONAL

SOCIAL

Staff Training:
Terminology
Assessment
PEAS

Staff Training:
Terminology
Assessment
PEAS

Staff Training:
Terminology
Assessment
PEAS

September

Needs Assessment
Lunch Bunch/Class
Lesson:
Belonging
&
Making Friends/
Social Skills

Course Infusion:
ELA-
<+ ‘Power of
Words'
=<+ Watch ‘Inbox’
I'Ctrl+Alt+Del’ &
4+  Write Movie
Critique
Read Book on
Cyber Bullying &
Do Book Report
Science-
4+ Critical Analysis of
Internet Safety
School Assembly:
< Staff, High
School Students, Parents
Who Cyber Bullied/ Were
Cyber Bullied

Social: Social Skills Workshop
Service:

Outside/Environmental Clean Up
Adventure Outing: Bicycling
Creative Arts Program: Jam
Session

October

Trolley, Hanel & Shields 2006

Lunch Bunch/Class
Lesson:
Power & Control
& Revenge

Course Infusion:
Technology-
<+ Develop list
Of Positive
Websites on
Cyber Bullying
School Assembly:
<+ Internet Safety
(ISP)
<+ Cyber Bullying
Presentation

Mentor Matches w/l School
&
Big Brother & Big Sister

Service: Field Trip To VA
Adventure Outing: Hiking
Creative Arts Program: Dance
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-eSupport/ Resources |
*Time Saver/Gas Saver Map Quest ~
eInstant Communication ) Grandpathudents

*SKill Buildin / / Presentations

Eye Hand Cogo\rdlnatlon "~ Mouse Use
sEducational Libraries/Research
*Entertainment Music/Phone Book

—
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This resource guide is designed to provide school counselors, educators,
administrators, and parents with the necessary information and tools to
implement a holistic approach to the issue of cyber bullying. Key features of this
book include:

+ Cyber bullying terminology and issues

+ Policies and procedures information

- Assessment tools of the cyber bully parties and situation

- Bpecific psychological, educational, social [“PEAS™) therapeutic interventions

- “Hands on,” reproducible materials such as sample acceptable use policies,
activities, forms, and a master calendar

+ Easy to access text material and resource information

- Provigion of study guestions throughout to stimulate thought and serve as
activities

Dr. Barbara Trolley, a licensed psychologist and a certified rehabilitation
counselor, is a full time counselor education faculty member at §t. Bonaventure
University. She has worked for over three decades in the clinical and academic
areas and has published numerous professional articles. The majority of her work
has focused on children and teens, addressing issues such as abuse, bereavement,
adoption, and school counszeling. Trolley i= also the editor of the New York State
School Counseling Journal and the lead author of the book Schoo! Counseling
Resource Manual: Practical Tools of the Trade.

Constance Hanel is an MSEd in school counseling from St. Bonaventure University.
Her nndergraduate degree i= a BA in Industrial Psychology. As a prevention
specialist for the local Boys & Girls Club, she works with “at risk" children,
focusing on alternative skill building. Hanel is currently working as a life skills
coach for children and young adults. She has mentored youths in leadership roles
for 20 years and is the co-creator of “Operation Kids-Real Life Learning,” a youth
leadership program.

Linda Shields has an MSEd in school counseling from St. Bonaventure University.
She has been a senior probation officer with the Chautauqua County Office of
Probation for the last 25 years. 8he has extensive experience working with both
adults and juveniles. Due to her pr 1 invol t with individuals with

criminal behavior, Shields has an excellent understanding of the need for early
intervention and prevention, particularly with children.

Demystifying & Deescalating Cyber
Bullying in the Schools:

A Resource Guide for Counselors,
Educators and Parents

spielys % ‘lauey Rejjoal  sjooyag ayy ul bulhjing 18qh9 buiejeasaeaq B buiAiysAweq

Demystifying &
Deescalating Cyber
Bullying in the Schools:

A Resource Guide for Counselors,
Educators and Parents

Barbara C. Trolley, Ph.D., CRC;
Connie Hanel, MSEd.; & Linda Shields, MSEd.

N




COMING SCO)N

> oy, ey s\
(Trolley, Hanel & Shields, Corwin, 2009)

e Browser the Mouse and His Internet\\
| ﬁ_ﬂ__hAdventuW (Trolley, Haﬁel & Shields,\

Youthlight, 2009)




CIDS=C (5= HALANC

~ The growth of téch;’i’gﬁiﬁé@y has thrust ou’r\\:/,
youth into the uhcharted WOr|G|\QL

- Cyber space f'

e How do we help our youth balance this

techno\b*g 2 —




Tri= PARENTCOYIFCON=NT
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e Educate youth} on/CYBER' BALANCE \S/

e Empower Parents to CYBER BALANCE
~ through education )

© Strengtr?en social skills \

il
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~ 42% of kids have been buillled line. _ ,
Tn 4 have had it happen more than once. ' ' \

5 =
e

Nearly 1 in 5 have had it happen more than once.

35% of kids have been thre ene$ online. \

21% of kids hav\e,receiv'ed mean/threatening e-mail/other messages

58% of kids admit someone said mean or hurtful things to them
online. |
More than 4 out of 10 sa

: /
53% of kids ad n or hurtful to others
online. .

More than 1 in 3 have done it mor

5 % have [ UIT.  Based on 2004 i-sAFE siirvey

0 studentsg\r&?es 4-8 http://www.isafe.o
i




WRIATE AREST =T FALSING
ABOUTY

e Katie Has been ruggling with a mental

S

health problem for a long tlm\h o
e She revealed this Jnformatlon to |

frlend\Teresa / \ /
e Judy knew that Katie had some sort of

— | fl"'
)

@55@
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Parents & Schools Should: I |7_'

v Know your AUPs and’ISP guidelines

v" Amend current bully & AUP policiesto include
cyber bullying

v Communicate with youth the responsibilities of
on-line activities & potential pit falls

v" Increase effective monitoring of Internet use

v" Focus on values, kKindness, & respectful human
relations, enhancement of empathic awareness

v' Develop effective social and problem solving skills
v Empowerment of byStanderS Trolley, Hanel & Shields 2006




S TERs TO TASE
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v Ask Questlons@/ d thoroughly Assesé\\;/

\
_\/ GathBRand Save Q}Jestlonable \E -mails (

v Block 6 er/Computer filters

{ Consider Co

Trolley, Hanel & Shields 200
e




e SWHATFARETEEVATALKING
ABCOUTY

Trolley, Hanel & Shields 2006



Education of Schools and Parents:
0 Define and understand AUPS

O Terminology and Legal Issues

O Technology use and Resources

0 Reporting procedures
QO Assessment and Treatment Protocol

Education of Children:

a Give them an Action Plan: Internet Safety
Agreement

QO Technology is a Privilege to be Respected
a Once in Print it Is Permanent and Reproducible
O Empathy
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